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Introduction

Introduction to Group Benefit Plan of Occidental Petroleum Corporation
HIPAA Security Policies and Procedures

In compliance with the Health Insurance Portability and Accountability Act of 1996, as amended,
(HIPAA), certain group health plans (collectively referred to herein as the “Plan™) maintained by
Qccidental Petroleum Corporation or its subsidiaries and affiliates (“Employer” or “Plan
Sponsor”), have established internal practices on how to handle Plan employees’ Protected
Health Information (PHI) and to safeguard the Confidentiality, Integrity and Availability of Plan
employees’ electronic PHI (ePHI).

HIPAA Background

Through HIPAA, the federal government has defined and standardized practices and
procedures that describe how certain personal Health Information that is maintained by the Plan
(called “Protected Health Information” or “PH!") may be used and disclosed and how Individuals
can access their PHI and ensure that their rights are protected. This federal law:

Requires the Plan to define the groups that review and handle PHI;
Protects Individually Identifiable Health Information;

Provides Individuals with the right to access their own PHI;
Requires Authorization to use and disclose PHI; and

Ensures participants receive adequate notice of their Privacy rights.

HIPAA does not apply to Heaith Information about employees that is developed or maintained
by Occidental Petroleum Corporation or its subsidiaries and affiliates in the role as employer of
the employees (e.g., information gathered in relation to workers compensation claims or in
approving a request for a Family Medical Leave of Absence). It applies only to Pian information.

Policy and Procedure Highlights

The objective of the practices outlined in this Security Document is to define how the Plan may
handle and share PHI and how it has established reasonable and appropriate safeguards to
ensure the Confidentiality, Integrity and Availability of Individuals’ ePHI and to protect this
information from reasonably anticipated improper or unauthorized access, alteration, deletion
and transmission. A few highlights include:

¢ Administrative Safeguards, including an overview of the Plan’s Security management
process, Security Incident procedures, access management, and periodic evaluation
policy;

e Physical Safeguards, including the Plan's Facility access controls, Workstation use
and Security policies, and device and media controls;

¢ Technical Safeguards, including technology-based access and audit controls,
Authentication methods, and data transmission and Integrity controls; and

* Training and awareness for employees who handle PHI and ePHI.

This Security Document along with the Occidental Petroleum Corporation HIPAA Privacy
Policies and Procedures document (the “Privacy Document”) represent Occidental Petroleum
Corporations policies and procedures applicable to its Health Plans. The purpose is to
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implement reasonable and appropriate policies and procedures to comply with HIPAA, including
privacy, data security, HITECH and applicable rules and regulations thereunder.

It is important for you to read this document carefully and understand your role in handling and
protecting PHI and ePHI under HIPAA. There is a Glossary of Terms and Definitions in
Appendix A of this Security Document. Those Terms and Definitions are capitalized within this
Security Document. Please refer to Appendix A for a complete description/definition of the
capitalized terms whenever you see them in this Security Document.




Administrative Safeguards

TOPIC: Security Management Process

SUBJECT: Implement policies and procedures to prevent, detect, contain and correct
Security violations.

EFFECTIVE DATE: April 20, 2005
REVISION DATES: October 1, 2017

POLICY STATEMENT:

The Plan will implement policies and procedures to prevent, detect, contain and correct Security
violations. These policies will include the following HIPAA Implementation Specifications:

1.1.1 Risk Analysis — an accurate and thorough assessment of the potential risks and
vulnerabilities to the Confidentiality, Integrity, and Availability of the Plan's ePHI
will be conducted.

1.1.2 Risk Management — sufficient Security Measures to reduce the risks and
vulnerabilities to the Plan’s ePHI to a level sufficient to comply with the HIPAA
Security Rule will be implemented.

1.1.3 Sanctions — appropriate Sanctions against Workforce members who fail to
comply with these policies and procedures will be applied.

1.1.4 Information System Activity Review — records of Information System activity will
be regularly reviewed by the Information Technology Group.

The Plan also specifically incorporates herein by reference those policies and procedures
contained in the Information Technology (IT) Responsibilities Policy and the Digital Security
Policy (together, the “IT Security Policies”) and the Standard for IT Hardware Asset
Management, the |T Hardware Asset Disposal Procedure, the IT Systems Disaster Recovery
Standard, the Oxy Cyber Security Incident Response Plan, and the Standard for Smart Devise
Use (together, the IT Guidelines”)(the IT Security Policies and the IT Guidelines, collectively, the
“IT Security Policies and IT Guidelines”), together with any amendments or revisions thereto.
The HIPAA Security Officer or designee will be responsible for monitoring the Plan’s Security
procedures and practices internally on a periodic basis.

PROCEDURES:

1.1.1 Risk Analysis

As part of its initial HIPAA Security Rule risk analysis, the Plan will assess the technical and
non-technical components of its Security environment as they related to ePHI, including
hardware, software, system interfaces, data and information and people. All Information
Systems that house ePH)I, including all hardware and software that are used to collect, store,
process, or transmit ePHI will be identified. Functions and ownership and control of Information
System elements will be analyzed and verified as necessary.

The Plan also will review and make a reasoned, well-informed and good-faith determination to
implement all applicable Standards and Implementation Specifications under the HIPAA
Security Rule.

1.1
Security Management Process
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A Security Report will be created to summarize the findings of the risk analysis. This Security
Report will be maintained by the HIPAA Security Officer and/or his/her designee for a period of
not less than six (6) years from the date it was completed or last updated.

The Security Report will be reviewed periodically to assess the Plan’s compliance with the
Security Rule and will be updated as may be necessary. (See also, Evaluation Policy, Section
1.8).

1.1.2 Risk Management

The Plan will analyze the data collected during the risk analysis and identify the risks and
vulnerabilities of any ePHI stored, processed or transmitted by the Plan.

The Plan will implement reasonable and appropriate Security Measures to reduce risks to the
Confidentiality, Integrity and Availability of ePHI to a reasonable and appropriate level, taking
into consideration the Plan’s size, complexity, technical capabilities, risk analysis and the costs
of Security Measures.

Security Measures which are implemented and/or adopted by the Plan will be documented in
the Security Report and the effectiveness of those Security Measures will be reviewed and
audited as part of periodic evaluations of the Plan’s Security environment conducted by the
HIPAA Security Officer or his/her designee.

1.1.3 Sanctions

The Plan has established policies and procedures regarding disciplinary actions which are
communicated to all Individuals included in the Covered Entity. These policies and procedures
will make Individuals aware that violations may result in notification to Law Enforcement Officials
and regulatory, accreditation, and licensure organizations and will advise them that civil or
criminal penalties may apply for the misuse, disclosure or misappropriation of Health
Information.

Sanctions will be implemented for those employees who do not follow the outlined policies and
procedures. This will be applied to all violations, not just repeat violations. These Sanctions wili
be supported, and may be supplemented in Occidental Petroleum Corporations and its
subsidiaries and affiliates HIPAA Privacy Policy, and in all Business Associate agreements.

These employees will be made aware of what actions are prohibited and punishable. Training
will be provided and expectations will be made clear so individuals are not sanctioned for doing
things which they were not aware were wrong or inappropriate.

Individual Sanctions may include any of the following:

(a) Verbal warning;

(b) Re-Training and/or education;

(c) Notice of disciplinary action placed in personnel files; and

(d) Other Sanctions, up to and including, termination of employment

11
Security Management Process
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Business Associate Sanctions may include any of the following:

{a) Verbal warning;

(b) Implementation of contract provisions that include contract penalties;
(c) Termination of contract; and

(d) Notification to HHS

Specific Sanctions will be determined based on the nature of the violation, its severity and
whether or not it was intentional. Sanctions will be applied uniformly across all job categories.
All Sanctions will be documented, with documentation retained for a period of not less than six
(6) years.

No Sanctions will be taken against any Individual who, in good faith, lodges a complaint with
any entity regarding a Security Rule violation or who refuses to follow a policy or procedure
which he or she believes, in good faith, violates the Security Rule.

The HIPAA Security Officer or designee will be responsible for notifying the Plan about
Individuals whe fail to comply with the Security policies. The HIPAA Security Officer or
designee will assist with providing the necessary information to appropriately apply disciplinary
action, including notification to Law Enforcement Officials and regulatory, accreditation, and
licensure organizations.

Please refer to the section titled “Safeguards, Sanctions Against Workforce Members” of the
Privacy Document.

1.1.4 Information Systems Activity Review

The HIPAA Security Officer or designee will be responsible for coordinating the Information
System activity record review as it relates to the Plan’s ePHI. Information System activity will be
reviewed annually to detect or correct Security violations.

The Plan has the following capabilities for reviewing Information System activity:

(a) Access/Privilege reports;

{b) Security Incident logs;

(c) User life cycle management; and

(d) Other internal Security controls and monitoring tools.

Workforce members will be informed that records of Information System activity may be
reviewed and can be used to investigate causes of reported or suspected Security Incidents or
Security violations.

1.1
Security Management Process
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TOPIC: Assigned Security Responsibility
SUBJECT: Designation of a HIPAA Security Officer.

EFFECTIVE DATE: April 20, 2005
REVISION DATES: October 1, 2017

“

POLICY STATEMENT:

The Plan has identified and designated a HIPAA Security Officer who is responsible for the
development and implementation of the Plan's Security policies and procedures. The Vice

President, Human Resources has currently been designated the HIPAA Security Officer for the
Plan.

The HIPAA Security Officer or designee will ensure a central point of accountability within the
Plan for Security-related issues. The HIPAA Security Officer or designee is responsible for

developing and implementing the policies and procedures for the Plan and for compliance with
the HIPAA Security Rule.

PROCEDURES:

The HIPAA Security Officer and any designee will be trained and responsible for reviewing the
Plan’s Security program. The HIPAA Security Officer and/or designee will coordinate efforts
across the Plan to identify key Security initiatives and standards including virus protection,
Security monitoring, intrusion detection, and physical access control and Security of Health
Information held by the Plan.

The HIPAA Security Officer, or a designee, will be responsible for:

{(a) Conducting or overseeing employee Training;

(b} Establishing employee Sanctions for failure to comply with the Security Rule;

(c) Maintaining compliance records; and

(d) Monitoring the Plan’s Security procedures and practices internally on a periodic
basis and implementing changes as necessary.

1.2
Assigned Security Responsibility
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TOPIC: Workforce Security
SUBJECT: Ensuring appropriate access and preventing inappropriate access to ePHI.

EFFECTIVE DATE: April 20, 2005
REVISION DATES: October 1, 2017

POLICY STATEMENT:

The Plan’s HIPAA policies and procedures are designed to ensure that all members of the
Workforce have appropriate access to ePHI and to prevent those members of the Workforce
who do not require access to ePHI from obtaining such access. These policies will include
addressing the following HIPAA Implementation Specifications:

1.3.1 Authorization andfor Supervision (A) — procedures for the authorization and/or
supervision of Workforce members who work with ePHI or in locations where it
may reasonably be anticipated to be accessed will be adopted.

1.3.2 Workforce Clearance Procedures (A) — procedures to determine that the access

of a Workforce member to ePHI is appropriate will be implemented.

Termination Procedures (A} — procedures for terminating access to ePHIl when

the employment of a Workforce member ends wili be implemented.

N

1.3.

[4+]

The Plan alsc specifically incorporates herein by reference those policies and procedures
contained in the IT Security Policy, together with any amendments or revisions thereto.

PROCEDURES:

1.3.1 Authorization and/or Supervision (A}

Only those Workforce members who require access to ePHI to perform appropriate activities on
behalf of the Plan will be permitted to have access to such information.

The HIPAA Security Officer or HIPAA Security Officer’s designee will determine which
Individuals or classes of individuals can access PHI and ePHI as part of their job functions, and
identify the categories of PHI and ePHI to which these access rights apply. The HIPAA Security
Officer or HIPAA Security Officer's designee will review requests for non-Routine Disclosures on
an individual basis, using set criteria.

The Plan maintains a listing of personnel who are authorized to access PHI and ePHI. The
HIPAA Privacy Officer maintains a current listing of the Covered Entity Workforce (the HIPAA
Hirewall”).

The need for a screening process will be based on an assessment of risk, cost, benefit, and
feasibility as well as other protective measures in place. Effective screening processes will be
applied to allow a range of implementation, from minimal procedures to more stringent
procedures commensurate with the sensitivity of the data to be accessed and the magnitude of
harm or loss that could be caused by the individual.

1.3
Workforce Security
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Workforce members who work with ePHI or in areas where it may reasonably be anticipated to
be accessed will be appropriately trained and supervised. Non-Workforce members and others
who work in areas where ePHI may be inadvertently or incidentally viewed or accessed will
receive appropriate Training and instruction regarding such information.

Please refer to the section titled “Uses and Disclosures of Protected Health Information, For
Which An Authorization Is Required" of the Privacy Document.

The Plan has determined that current corporate-wide policies and practices are sufficient to
meet this aspect of the Security Rule. Therefore, no additional procedures will be implemented
and the Plan will rely on current practices.

1.3.2 Workforce Clearance Procedures (A)

The Plan performs Workforce clearance procedures by implementing documented recruiting
and hiring policies, procedures and practices on a corporate wide basis.

The Plan has determined that current corporate-wide policies and practices are sufficient to
meet this aspect of the Security Rule. Therefore, no additional procedures will be implemented
and the Plan will rely on current practices.

1.3.3 Termination Procedures (A}

Upon termination of employment, access privileges to ePHI, the Plan’s Information Systems and
work areas where ePHI may reasonably be anticipated to be accessed will be terminated.
Termination of privileges and access will be effected immediately upon the day of the
termination of employment,

When access to ePHI is no longer needed for a Workforce member to perform the member's
job, access privileges will be revoked or modified within 24 hours of the revocation or
modification occurring, and a termination checklist is completed for these members. The listing
of functions authorized to access PHI and ePHI (maintained by the HIPAA Privacy Officer) will
be updated to reflect this change, if necessary. Vendors will be informed that the Workforce
member's access privileges have been revoked.

The Plan has determined that current corporate-wide policies and practices are sufficient to
meet this aspect of the Security Rule. Therefore, no additional procedures will be implemented
and the Plan will rely on current practices.

1.3
Workforce Security
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TOPIC: Information Access Management

SUBJECT: Ensuring that access to ePHI is authorized, established, maintained and modified
based on the minimum amount necessary for a Workforce member to perform
the member's job effectively.

EFFECTIVE DATE: April 20, 2005
REVISION DATES: October 1,2017

POLICY STATEMENT:

The Plan’s policies and procedures only allow for and authorize access to ePHI in a manner that
is consistent with the requirements of the HIPAA Privacy Rule. Access to ePHl is therefore
authorized, established, maintained and modified based on the minimum amount of information
necessary for a Workforce member to perform the member's job effectively. These policies will
include addressing the following HIPAA Implementation Specifications:

1.4.1 Access Authorization (A) — policies and procedures for granting access to ePHI.

1.4.2 Access Establishment and Modification (A) — policies and procedures, that based
on the Plan’s Access Authorization policies, establish, document, review, and/or
modify a User's right of access to a Workstation, Transaction, program or
process.

The Plan also specifically incorporates herein by reference those policies and procedures
contained in the IT Security Policy, together with any amendments or revisions thereto.

PROCEDURES:

1.4.1 Access Authorization (A)

Access to ePHI is granted in a manner that is consistent with the Plan’s determination of the
minimum amount of information required by a member of the Workforce to perform the
member's job. The Plan's policy on the Minimum Use of PHI (and ePHI) is documented in the
Section titled “Uses and Disclosures of Protected Health Information, Minimurm Necessary
Standard’ of the Privacy Document. This includes procedures and standard protocols to limit
the Use and Disclosure of PHI/ePHI to the minimum information reasonably necessary to
achieve the purpose of that type of Use or Disclosure.

Manager or Supervisor will authorize access to certain software and systems based on the
Workforce member's job function. Access is authorized via approval workflows based on the-
Workforce member's job function.

The Plan has determined that current corporate-wide policies and procedures are sufficient to
meet this aspect of the Security Rule. Therefore, no additional procedures will be implemented
and the Plan will rely on current practices.

1.4
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1.4.2 Access Establishment and Modification (A)

The Plan maintains documentation regarding authorized access privileges. Access is modified
or revoked when a User’s job function or access needs change. Reviews of access rights are
conducted at regular intervals to ensure continued appropriateness of levels of access.

Access privileges are revoked when a User is no longer employed by the Employer or whose
job function no longer includes duties associated with the Plan. Special care is taken in
deactivating access when employment is terminated, as described under the Terminations
Procedures policy (See Section 1.3.3 of this Security Document).

The Plan has determined that current corporate-wide policies and procedures are sufficient to
meet this aspect of the Security Rule. Therefore, no additional procedures will be implemented
and the Plan will rely on current practices.

1.4

Information Access Management
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TOPIC: Security Awareness and Training
SUBJECT: Security awareness and Training for members of the Workforce.

EFFECTIVE DATE: April 20, 2005
REVISION DATES: October 1, 2017

POLICY STATEMENT:

The Plan has implemented a Security awareness and training program for all members of its
Workforce. Training on the Plan’s HIPAA policies and procedures will be conducted in an
appropriate manner so as to enable the members of the Workforce to carry out their job
function(s) within the Plan.

Training will be provided to each appropriate member of the Workforce on Privacy,
Confidentiality and Security requirements that are applicable to their work. Each new member
of the Workforce will receive the Training within a reasonable period of time after joining the
Plan's Workforce.

When there is a material change in the privacy policies and/or procedures, each member of the
Workforce whose function is affected by the change will be trained within a reasonable period of
time after the change becomes effective.

These policies will include addressing the following HIPAA Implementation Specifications:

1.5.1 Security Reminders (A) — periodic Security updates will be implemented by the
Information Technology Group.

1.5.2 Protection from Malicious Software (A) — procedures for guarding against,
detecting, and reporting Malicious Software will be implemented by the
Information Technology Group.

1.5.3 Password Management (A) — procedures for creating, changing and

safeguarding Passwords will be implemented by the Information Technology
Group.

The Plan also specifically incorporates herein by reference those policies and procedures
contained in the IT Security Policy, together with any amendments or revisions thereto.

PROCEDURES:

A formal Security Training program will be provided for all existing and new members of the
Workforce regarding the Security and privacy of ePHI and the Plan’s Information Systems. The
HIPAA Security Officer or designee will determine the method of Training and documented
orientation program to train appropriate staff. This may include memos, e-mailed notices, self-
learning packets, distribution of policies and procedures, presentation materials, or other
methods. The information can be taught at departmental meetings, training meetings, one-on-
one training or by self-teaching using the methods listed. The person responsible for the
training session will provide a listing of who has received the training, the trainer, and date of
training and copies of information disseminated to the HIPAA Security Officer or designee.

1.5
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Prior to the compliance deadline for privacy in 2003 and security in 2008, training was
conducted via the delivery and review of material provided to all Plan employees in scope of this
document. (See also the Section titled “Safeguards, Privacy Training” in the Privacy Document).
A training program will be delivered to such employees via facilitated sessions, recorded
sessions or online through learning development software in accordance with future deadlines.

On-going training will be conducted periodically, or within a reasonable time whenever there is a
material change to the HIPAA Security requirements or to the Plan’s policies and procedures.
The delivery method for such on-going training may vary and/or be revised as the
circumstances allow. New employees entering into roles/functions within the scope of this
document will be logged in and trained within a reasonable period of time from the date they
begin working with ePHI or PHI as part of their designated job function.

Training was provided to select Workforce members on the changes to the Plan's HIPAA
policies and procedures, generally revised and effective as of September 23, 2013, based on
changes to the HIPAA Rules, including those for Breach notification for Unsecured PHI.

The Plan will document its training in written or electronic form and maintain such
documentation for at least six (6) years from the date of its creation or the date when it was last
in effect, whichever is later.

1.5.1 Security Reminders (A)

Security reminders will be sent out periodically to members of the Workforce, including

management, to promote and raise awareness of Security issues, both in general and as those
concerns relate to ePHI.

The Information Technology Group installs security patches and updates for computer operating
systems and software to reduce known vulnerabilities as circumstances warrant.

Members of the Workforce receive periodic security reminders regarding their responsibilities
with respect to guarding against, detecting and reporting malicious software from the
Information Technology Group.

The Plan has determined that current corporate-wide policies and practices are sufficient to
meet this aspect of the Security Rule. Therefore, no additional procedures will be implemented
and the Plan will rely on current practices.

1.5.2 Protection from Malicious Software (A)

The Information Technology Group has systems and processes in place for guarding against,
detecting and reporting malicious software.

All desktops, laptops and servers associated with Workforce members and ePHI include anti-
virus software with current virus definition files installed and programmed to conduct automatic
virus scanning. Security updates and patches for computer operating systems and software are
installed as needed to reduce known vulnerabilities.

When a significant security incident is suspected or detected that affect systems that contain
ePHlI, the HIPAA Security Officer or designee will be notified as soon as possible. Workforce
members are not allowed to proceed with virus eradication efforts without appropriate

1.5
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authorization and/or supervision from the Information Technology Group. The infected
machine, along with any other machines that may have been contaminated must be isolated
from the network, scanned and repaired by the appropriate technology support personnel.

Workforce members are instructed not to download software from the Internet or install software
on desktops or laptops without prior authorization.

Workforce members are instructed not to open e-mail attachments from unknown or
untrustworthy sources. All e-mail attachments are scanned for the presence of viruses.

The Plan has determined that current corporate-wide policies and practices are sufficient to
meet this aspect of the Security Rule. Therefore, no additional procedures will be implemented
and the Plan will rely on current practices.

1.5.3 Log-in Monitoring (A)

The Information Technology Group is responsible for monitoring and reporting production,
network and security systems (Security Events) in a System Log.

The Systems Log will be retained according to the Plan's record retention guidelines.
The Plan has determined that current corporate-wide policies and practices are sufficient to
meet this aspect of the Security Rule. Therefore, no additional procedures will be implemented

and the Plan will rely on current practices.

1.5.4 Password Management (A)

The Information Technology Group is responsible for establishing guidelines for creating,
changing and safeguarding Passwords.

The Plan has determined that current corporate-wide policies and practices are sufficient to
meet this aspect of the Security Rule. Therefore, no additional procedures will be implemented
and the Plan will rely on current practices.

1.5
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TOPIC: Security Incident Procedures
SUBJECT: Policies and procedures to address Security Incidents.

EFFECTIVE DATE: April 20, 2005
REVISION DATES: October 1, 2017

h

POLICY STATEMENT:

The Plan maintains policies and procedures which are reasonably designed to address and
identify all Security Incidents, including the attempted or successful unauthorized access, Use,
Disclosure, modification, or destruction of information or interference with systems operations in

an Information System. These policies will include the following HIPAA Implementation
Specification:

1.6.1 Response and Reporting — The Information Technology Group will identify and
respond to suspected or known Security Incidents; mitigate, to the extent
practicable, harmful effects of known Security Incidents; and document Security
Incidents and their outcomes.

The Plan also specifically incorporates herein by reference those policies and procedures
contained in the IT Security Policy, together with any amendments or revisions thereto.

PROCEDURES:

1.6.1 Response and Reporting

Plan Workforce members are trained to report suspected or actual Security Incidents dealing
with unauthorized access, Use, Disclosure, modification, or destruction of ePH! to the HIPAA
Security Officer as soon as practicable. This includes incidents such as denial of service
attacks, malicious code, viruses and worms.

All known Security Incidents will be investigated and documented. An appropriate response to
a Security Incident will be determined based on the nature and severity of the Security Incident.
Responses may include, but are not be limited to:

(a) the application of Sanctions against responsible personnel;

(b) the initiation of (additional) Security reminders;

(c) additional and/or updated Training on Security practices; and

(d) an evaluation of the adequacy of the Plan's existing Security Measures.

Any harm resulting from a Security Incident will be mitigated to the extent practicable.

All known Security Incidents, together with the results of associated investigations will be
documented and the results maintained according to the Plan’s record retention guidelines.
Security Incidents involving an improper Disclosure of ePH! will be logged and maintained in
conjunction with the Section titled “Participants’ Rights, Right to Receive an Accounting of
Disclosures” in the Privacy Document for a period to comply with the corporate-wide records
retention policy.

1.6
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TOPIC: Contingency Plan
SUBJECT: Policies and Procedures for Responding to Systems Emergencies.

EFFECTIVE DATE: April 20, 2005
REVISION DATES: October 1, 2017

POLICY STATEMENT:

The Plan will establish, and implement as necessary, policies and procedures for responding to
emergencies and other occurrences (for example, fire, vandalism, system failure, and natural
disaster) that damage systems containing ePHI. Such policies and/or business continuity plans
are required for all critical business functions of the Plan. These policies will establish the
elements involved with business resumption in the event of a disaster and will include the
following HIPAA Implementation Specifications:

el

.7.1 Data Backup Plan — The Information Technology Group will establish and
implement procedures to create and maintain exact, retrievable copies of ePHI.
Disaster Recovery Plan — The Information Technology Group will establish
procedures to restore any loss of data will be established.

Emergency Mode Operation Plan — The Information Technology Group will
establish (and implement as needed) procedures to enable continuation of critical
business processes for the protection of the Security of ePHI while operating in
emergency mode.

Testing and Revision Procedures (A) - The Information Technology Group will
establish procedures for periodic testing and revision of contingency plans.
Applications and Data Criticality Analysis (A) — The Plan will assess the relative
criticality of specific applications and data in support of other contingency plan
components will be assessed.
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The HIPAA Security Officer or designee will provide support and direction for the
implementation of the contingency plan as it may relate to ePHI.

The Plan also specifically incorporates herein by reference those policies and procedures
contained in the IT Security Policy, together with any amendments or revisions thereto.

1.7
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PROCEDURES:

1.7.1 Data Backup Plan

The Information Technology Group will establish appropriate controls and procedures for
retrieving copies of ePHI by:

(a) Identifying systems that contain ePHI and verifying these systems are
covered by the Employer's backup policy;

(b} Clearly labeling backup media;

(c) Documenting the rotation cycle and offsite storage for backup media;

(d) Recording backups on logs to provide an audit trail of backup history; and

(e} Restoring testing to verify the integrity of backup media.

The Employer will review the backup policy periodically for any necessary changes.

1.7.2 Disaster Recovery Plan

IT Systems Disaster Recovery Standard has been established to allow for the restoration of any
loss of data and/or ePHI.

The Disaster Recovery Plan will be sent to a designated repository so that it will be accessible
to the team implementing the Disaster Recovery Plan in the event of a disruption to normal
system processing capabilities.

1.7.3 Emergency Mode Operation Plan

The Plan maintains procedures to allow the continuation of the Plan’s critical business
processes and to protect ePHI while operating in emergency mode.

Temporary access to ePHI within the Plan’s information system is provided in emergencies
through the Employer's Business Continuity plan.

Some backup of ePHI is provided by the Plan’s vendors in case of emergencies.
The Plan’s contingency plan is described the Plan's emergency access procedures.

1.7.4 Testing and Revision Procedures (A)

The Plan maintains procedures to allow the continuation of the Plan’s critical business
processes and to protect ePHI while operating in emergency mode.

The Plan has determined that current corporate-wide policies and procedures are sufficient to
meet this aspect of the Security Rule. Therefore, no additional procedures will be implemented
and the Plan will rely on current practices.

1.7
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1.7.5 Applications and Data Criticality Analysis {A)

The relative criticality of the Plan’s applications and data are periodically reviewed by the Plan in
conjunction with the assessment of other contingency plan components.

The Plan determines and documents the systems that contain ePHI.

The Plan establishes an order or priority for protecting the integrity and security of participant
data.

The Employer has established the IT Systems Disaster Recovery Standard, back-up plan and
oftsite storage system to protect all information, including ePHI. The Information Technology
Group assesses whether or not the plan or software is critical to maintain normal operations and
whether it is critical to the overall contingency plans.

The Employer's ePHI resides in systems that are covered by the corporate business continuity
plan. Because the Employer's ePHI is not business critical, nor is it critical to the continuation of
the Plan, no further disaster recovery plan is required.

The Plan has determined that current corporate-wide policies and practices are sufficient to
meet this aspect of the Security Rule. Therefore, no additional procedures will be implemented
and the Pian will rely on current practices.

1.7
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TOPIC: Facility Access Controls
SUBJECT: Limiting physical access to the Plan’s electronic Information Systems and
Facilities.

EFFECTIVE DATE: April 20, 2005
REVISION DATES: October 1, 2017

e EEEEEEEEEEE—————,,———— ———— — —————— —————  ——————]

POLICY STATEMENT:

The Plan has implemented and maintains policies and procedures regarding Facility access
controls to limit physical access to the company’s Facilities, work areas and electronic
Information Systems, while ensuring that properly authorized access is allowed. These policies
will include addressing the following HIPAA Implementation Specifications:

A

1.1 Contingency Operations (A) — The Facilities Group will establish and implement
as necessary procedures to allow Facility access in support of restoration of lost
data under the disaster recovery plan and emergency operation plan in the event
of an emergency

Facility Security Plan (A) — The Facilities Group will implement policies and
procedures to safeguard the Facility and the equipment therein from
unauthorized physical access, tampering and theft.

Access Control and Validation Procedures (A) — The Facilities Group will
implement procedures to control and validate a person's access to Facilities
based upon their role or function, including visitor control, and control of access
to software programs for testing.

2.1.4 Maintenance Records (A) - The Facilities Group will implement policies and
procedures to document repairs and modifications to the physical components of

a Facility which are related to Security (for example, hardware, walls, doors and
locks).
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The Plan also specifically incorporates herein by reference those policies and procedures
contained in the IT Security Policy, together with any amendments or revisions thereto.

PROCEDURES:

2.1.1 Contingency Operations (A)

The Plan’s contingency plan in accordance with Section 164.308(a)(7) describes the Plan’s
emergency access procedures. The Employer's continuity of IT Systems and computing
environment is governed by the IT Systems Disaster Recovery Standard. Additionally, business
users have business continuity planning in place for dealing with emergency incidents.

The Plan has determined that current corporate-wide policies and practices are sufficient to

meet this aspect of the Security Rule. Therefore, no additional procedures will be implemented
and the Plan will rely on current practices.
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2.1.2 Facility Security Plan (A)

Department managers or team leaders supervise all Workforce members who work with ePHI or
in areas where it may be accessed.

Non-Workforce members, including maintenance personnel or software vendors, who work with
ePH! or in areas where it may be accessed, must receive appropriate authorizations from the
HIPAA Security Officer or designee and be supervised while on-site.

The Employer maintains a Facility Security Plan to document physical security measures
intended to prevent unauthorized access to the Company’s and Plan’s facility and tampering or
theft of its equipment.

To ensure that only authorized individuals have access to the Plan’s work area and electronic
information systems, access is controlled and validated through locks or key card access to the
facility in general with additional locks or key card restrictions for access to the Plan's work
areas.

Oxy employees are issued access badges that grants them general access to Oxy common
work areas. Each departmental area is considered restricied space and prior approval from
Oxy management and security is required to access restricted areas. The same process
applies for granting access to secured areas that are repositories of confidential information
such as personnel archives, legal files, company sensitive records, etc.

If an employee misplaces and/or ioses hisfher access badge, he/she needs to report it
immediately to security so it can be deactivated. If applicable, a temporary access badge will be
issued after the affected employee presents a valid form of identification such as a driver's
license, passport, military photo card, efc. A replacement access badge will be issued after
processing.

Visitors to each facility are required to check in with building security and obtain a security
badge. After identity verification is completed, security will then notify the host employee that
his/her visitor is waiting to be escorted. All visitors must be escorted by host employee at all
times. Visitors are required to check out with security prior to their departure.

Oxy employees visiting from other Oxy locations must conform to this same visitor protocol to
validate their identity and active employee status.

Contractors and vendors must be pre-authorized for any work and/or services being performed.
Contractor and/or vendor personnel must provide valid form of identification such as driver's
license, passport, military photo card, etc. to verify their identity. In some instances and if
applicable and at the request of the Facilities Group, temporary access during non-business
hours may be granted to restricted areas to complete requested work.

1.1
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Visitors to the Facilities must be escorted as appropriate and, if working near or with ePHI, have
appropriate authorization and/or supervision.

Temporary authorization to access the Plan's facility and electronic information systems is
granted to repair personnel or technicians during emergencies for the purposes of restoring lost
data or repairing damaged equipment.

Members of the Plan’s Workforce are restricted from accessing ePHI during emergencies until
data is restored and/or damaged equipment is repaired.

The Plan has determined that current corporate-wide policies and practices are sufficient to
meet this aspect of the Security Rule. Therefore, no additional procedures will be implemented
and the Plan will rely on current practices.

2.1.3 Access Control and Validation Procedures (A)

Documentation is maintained for all keys, key cards and physical access controls.

Access privileges are modified or revoked whenever a Workforce member's job function or
access needs change. Modifications or revocations to physical access are made with
appropriate authorization.

A termination checklist is completed for Workforce members for whom continued physical
access is no longer warranted.

The Plan has determined that current corporate-wide policies and practices are sufficient to
meet this aspect of the Security Rule. Therefore, no additional procedures will be implemented
and the Plan will rely on current practices.

2.1.4 Maintenance Records (A)

To ensure that only authorized Individuals have access to the Plan’s work and electronic
information systems, access is controlled and validated through locks or key card access to the
facility in general with additional locks or key card restrictions for access to the Plan’s work
areas.

The Plan has determined that current corporate-wide policies and practices are sufficient to
meet this aspect of the Security Rule. Therefore, no additional procedures will be implemented
and the Plan will rely on current practices.

The Facilities Group maintains any repairs or modifications related to security.

.1
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TOPIC: Workstation Use
SUBJECT:  Specifying the proper functions, manner of use and physical attributes of
Workstations.

EFFECTIVE DATE: April 20, 2005
REVISION DATES: October 1, 2017

POLICY STATEMENT:

The Plan has implemented policies and procedures that specify the proper functions to be
performed, the manner in which those functions are to be performed, and the physical
surroundings of a specific workstation or class of workstations that can access ePHI. The Plan
also specifically incorporates herein by reference those policies and procedures contained in the
IT Security Policy, together with any amendments or revisions thereto.

Workstation means an electronic computing device, for example, a laptop or desktop computer,
or any other device that performs similar functions, and electronic media stored in its immediate
envireonment.

Workstations that contain or have access to ePHI are used and physically safeguarded in a
manner that maximizes security and prevents unauthorized access.

PROCEDURES:

Workforce members utilize the Employer-owned and maintained workstations in the course of
normal business on behalf of the Plan. The functions that can be performed by Workforce
members is determined by their role and based upon approved and authorized User access
requests. Workstations are configured with the appropriate software and applications based
upon these approved functions.

Workstations and display screens should be positioned in such a manner that any ePHI
displayed is not easily viewable by others. When display screens are located in cubicles or
open areas within a Facility, privacy screens should be used to reduce or eliminate the
possibility of peripheral viewing.

Training is provided to members of the Workforce regarding acceptable uses of workstations
that contain or permit access to ePHI are provided to members of the Workforce. Additional
Training may be provided on an as needed basis to ensure Workforce members understand
procedures for compliance.
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TOPIC: Workstation Security
SUBJECT: Physical safeguards for all Workstations with access to ePH| to restrict access to
authorized Users.

EFFECTIVE DATE: April 20, 2005
REVISION DATES: October 1, 2017

h
POLICY STATEMENT:

Oxy will implement Physical Safeguards for Workstations that access ePHI in order to restrict
access to authorized Users.

Workstation means an electronic computing device, for example, a laptop or desktop computer,
or any other device that performs similar functions, and electronic media stored in its immediate
environment.

PROCEDURES:

The Plan has taken reasonable precautions to confirm that such workstations are physically
safeguarded in a manner that maximizes Security and prevents unauthorized access.

Workforce members are required to take reasonable steps to prevent unauthorized access of
unattended workstations, limit the ability of unauthorized persons to view sensitive information,
and erase sensitive information as needed.

Additional care must be given to safeguarding portable electronic computing devices, such as
laptops, Personal Digital Assistants {(PDAs), smart phones, tablets and wireless e-mail devices.
This additional level of care applies whether the portable device is located within or outside of
the Plan’s Facility. Portable devices must not be left unsecured and unattended. Secure
locking devices may be used to secure portable devices to the Warkforce member's desk or
workspace.

Any loss or theft of a portable electronic device containing ePHI must be reported immediately
to the HIPAA Security Officer or designee. Mitigation procedures such as those contained in
the Section titled “Safeguards, Mitigation” of the Privacy Document must be implemented
promptly.

Members of the Workforce using laptops or remote dial-in systems should be discouraged from
downloading ePHI onto laptops or remote systems. Workforce members must use reasonable
caution when accessing ePHI from remote locations or from any system outside of that
Workforce member’s secure work area. Workstations and display screens should be positioned
in such a manner that any ePHI displayed is not easily viewable to others. When display
screens are located in cubicles or open areas within a facility, privacy screens should be used to
reduce or eliminate the possibility of peripheral viewing.

Training is provided to members of the Workforce regarding acceptable uses of Workstations
that contain or permit access to ePHI. Additional training may be provided on an as needed
basis to ensure Workforce members understand all procedures for compliance.
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TOPIC: Device and Media Controls
SUBJECT: Management of the receipt, removal and movement of hardware and Electronic
Media that contain ePHI.

EFFECTIVE DATE: April 20, 2005
REVISION DATES: October 1, 2017

POLICY STATEMENT:

With respect to Company owned or leased devices or devices that the Company supports, the
Plan has implemented policies to govern the receipt and removal of hardware and Electronic
Media that contain ePHI into and out of its Facilities, as weil as the movement of these items
within its Facilities. These policies will include the following HIPAA Implementation
Specifications:

2.4.1 Disposal ~ The Information Technology Group will implement policies and
procedures to address the final disposition of ePH! and/or the hardware or
Electronic Media on which it is stored will be implemented. See the Employer's
record retention policies maintained by the HIPAA Privacy Officer.

2.4.2 Media Re-Use — The Information Technology Group will establish procedures to
remove ePHI from Electronic Media before the media are made available for
reuse.

2.4.3 Accountability (A) — The Information Technology Group will maintain a record of
the movements of hardware and the person responsible for that record will be
maintained.

2.4.4 Data Backup and Storage (A) — The Information Technology Group will create
exact, retrievable copies of ePHI (no including portable devices) when needed,
prior to the movement of equipment.

The Plan also specifically incorporates herein by reference those policies and procedures
contained in the IT Security Policy, IT-ITS-ST-99-0216 Standard for Smart Device Use, IT-ITS-
PR-0197 IT Hardware Asset Disposal Procedure, IT-ITS-ST-99-0128 Standard for IT Hardware
Asset Management and IT-ICS-ST-90-0115 IT Business Continuity Plan together with any
amendments or revisions thereto.

PROCEDURES:

Within the Plan, ePH! may be stored or maintained on hardware and Electronic Media such as
storage devices (servers and hard disk drives), workstations, laptops, diskettes, CDs, and other
portable devices used to access e-mail (e.g., iPhones or PDAs).

2.4.1 Disposal

Please refer to the Data retention policy and the IT Hardware Asset Disposal Procedure.

1.4
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2.4.2 Media Reuse

An accurate inventory of the Plan’s hardware and electronic media is maintained and updated
as needed.

ePH! is stored on the hard drives of computers or other electronic media is removed before the
disposal or re-use of the hardware or electronic media.

The effective removal of ePHI from hardware or electronic media is verified prior to disposal or
allowing re-use.

2.4.3 Accountability (A)

An accurate inventory of the Plan’s hardware and electronic media is maintained and updated
as needed.

The Plan has determined that current corporate-wide policies and practices are sufficient to
meet this aspect of the Security Rule. Therefore, no additional procedures will be implemented
and the Plan will rely on current practices.

2.4.4 Data Backup and Storage (A)

When needed an exact and retrievable copy of ePHI not on portable devices is created before
activities that may result in damage or the loss of data.

This process is completed in accordance with the Data Backup Plan as required by Section
164.308(a)(7)(ii)(A).

The Plan has determined that current corporate-wide policies and practices are sufficient to
meet this aspect of the Security Rule. Therefore, no additional procedures will be implemented
and the Plan will rely on current practices.
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TOPIC: Access Control
SUBJECT: Technical Security measures for the Plan’s electronic Information Systems.

EFFECTIVE DATE: April 20, 2005
REVISION DATE: October 1, 2017

POLICY STATEMENT:

Technical Security measures, policies and procedures have been implemented for electronic
Information Systems that maintain ePHI to allow access only to those persons or software

programs that have been granted access rights. These policies will include the following HIPAA
implementation Specifications:

3.1.1 Unique User Identification — The Information Technology Group will assign a
uniqgue name and/or number for identifying and tracking User identity.

3.1.2 Emergency Access Procedure — The Information Technology Group will establish
and implement procedures for obtaining necessary ePHI during an emergency.

3.1.3 Automatic Logoft (A) — The Information Technology Group will implement
electronic procedures that terminate an electronic application session after a
predetermined period of inactivity.

3.1.4 Encryption and Decryption (A) — The Information Technology Group will
implement a mechanism to encrypt and decrypt ePHI while in transit.

The Plan also specifically incorporates herein by reference those policies and procedures
contained in the IT Security Policy, together with any amendments or revisions thereto.
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